
PR/158247 | Application Security expert / Engineer

募集職種

⼈材紹介会社
ジェイ エイ シー リクルートメント マレーシア

求⼈ID
1509106  

業種
ITコンサルティング  

雇⽤形態
正社員  

勤務地
マレーシア

給与
経験考慮の上、応相談

更新⽇
2024年12⽉11⽇ 15:31

応募必要条件

職務経験
3年以上  

キャリアレベル
中途経験者レベル  

英語レベル
ビジネス会話レベル  

⽇本語レベル
ビジネス会話レベル  

最終学歴
短⼤卒： 準学⼠号  

現在のビザ
⽇本での就労許可は必要ありません  

募集要項

Job Responsibilities :
 

1. Perform security assessments on applications, including code reviews, architecture reviews,
2. penetration test and configuration reviews, to identify and mitigate potential vulnerabilities.
3. Identify and evaluate potential threats to the application and recommend appropriate mitigation strategies.
4. Collaborate with development teams to define and integrate security requirements into the software development

process.
5. Provide training and guidance to developers on secure coding practices, common vulnerabilities (such as those listed

in the OWASP Top 10), and how to avoid them.
6. Implement and manage security tools like Static Application Security Testing (SAST), Dynamic Application Security

Testing (DAST), and Software Composition Analysis (SCA) within the CI/CD pipeline.
7. Administrate of Web Application Firewall.
8. Develop and enforce application security policies and standards across the organization.
9. Cooperate with other security staff to ensure knowledge sharing and full visibility.

Skills & Experience:

• A bachelor's degree in Computer Science, Information Security, or a related field
• Minimum 3 years of experience in cybersecurity
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• Experience of application security architecture design.
• Familiarity with security principles (such as OWASP top 10, NIST standards), risk assessments, security controls planning.
• Excellent spoken and written communication skills.
• Hand On experience on Nessus Scanner, AWS Cloud Environment.
• Must be able to learn fast and adapt quickly to ever changing requirements and priorities.
• Strong analytical and problem-solving abilities

会社説明
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