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We are seeking an experienced and highly skilled Technical Security Assurance Manager to join our organization. As an
Technical Security Assurance Manager you will be responsible for ensuring the security and integrity of our applications
systems and networks. You will lead a team of security professionals and collaborate with cross functional teams to develop
and implement robust security measures. Your expertise in application security will be crucial in identifying vulnerabilities
assessing risks and designing and implementing appropriate security controls for our B2C and B2B applications. This is a


https://www.careercross.com/company/detail-184450

challenging and rewarding role that requires strong leadership technical proficiency and a deep understanding of application
security best practices.

EMajor Responsibilities Include:
1.Lead and manage a team of application security professionals providing guidance mentoring and support in the execution
of their responsibilities.

2.Develop and implement a comprehensive application security strategy and roadmap to protect our applications systems
and networks.

3.Conduct regular security assessments and penetration testing of applications identifying vulnerabilities and potential risks.

4.Collaborate with development teams to integrate secure coding practices and security controls into the software
development life cycle (SDLC) .

5.Perform code reviews and security testing to identify and remediate security vulnerabilities in applications.

6.Stay up to date with the latest industry trends emerging threats and best practices in application security and recommend
appropriate security solutions and enhancements.

7.Support to develop and deliver application security training and awareness programs to promote a security conscious
culture within the organization.

8.Collaborate with stakeholders across the organization including developers system administrators and project managers to
ensure the effective implementation of security controls.

9.Develop and maintain security policies standards and procedures related to application security.

10.Support to manage vendor relationships and assess the security posture of third party applications and services.
11.Participate in application architecture review workshops and provide review comments.

12.Review and approve application security review requests for network application exceptions and risks.
13.Support to monitor and investigate security incidents and coordinate incident response activities as necessary.

14.Prepare and present regular reports and metrics on the state of application security to senior management and
stakeholders.

2FE) - B
1.Bachelor's degree in Computer Science Information Security or a related field. A master's degree is a plus.

2.Proven experience (X years) in application security including hands on experience with secure coding vulnerability
assessments and penetration testing.

3.Strong knowledge of web application security vulnerabilities (OWASP Top 10) and associated mitigation techniques.

4.In depth understanding of application security best practices industry standards and regulatory requirements (e.g. PCI
DSS HIPAA GDPR) .

5.Experience in leading and managing a team of security professionals providing guidance and support in a dynamic
environment.

6.Proficiency in security assessment tools and techniques such as static analysis dynamic analysis and manual code
reviews.

7.Familiarity with secure coding practices frameworks (e.g. SDL BSIMM) and secure development methodologies (e.g.
DevSecOps) .

8.Strong knowledge of network protocols web technologies and common application architectures.
9.Excellent problem solving and analytical skills with the ability to assess complex situations and provide effective solutions.

10.Strong communication and interpersonal skills with the ability to communicate complex security concepts to technical and
non technical stakeholders.

11.Relevant certifications such as CISA CISSP CSSLP CEH or OSCP are highly desirable.
12.Experience in cloud security mobile application security or secure coding training is a plus.

13.Business level English and Japanese.
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