Page 1 of 2

@ CareercrOSS by JAC Recruitment

IVHC hﬂﬁl Pa.ge www.michaelpage.co.jp

Cybersecurity Lead (Fluent Chinese®13X) -15M

Job Information

Recruiter
Michael Page

Job ID
1532095

Industry
Securities

Company Type
Small/Medium Company (300 employees or less) - International Company

Job Type
Permanent Full-time

Location
Tokyo - 23 Wards

Salary
8 million yen ~ 16 million yen

Work Hours
Flex Time

Refreshed
April 10th, 2025 18:12

General Requirements

Minimum Experience Level
Over 3 years

Career Level
Mid Career

Minimum English Level
Basic

Minimum Japanese Level
Basic

Minimum Education Level
Bachelor's Degree

Visa Status
Permission to work in Japan required

Job Description

You will develop and maintain an effective internal control system based on standards like Japan's Personal Information
Protection Law, ISO27001, and ITIL, while regularly assessing risks. Additionally, you'll handle security maintenance,
monitoring, incident response, and employee awareness training, working closely with the global security team when needed.
Good technical background is needed.

Client Details

This company is a digital investment platform backed by a major financial services group. It offers a user-friendly mobile and
desktop interface that provides access to real-time market data, trading tools, and educational resources. Focused on


https://www.careercross.com/en/company/detail-3648

empowering individual investors, it combines advanced technology with a strong emphasis on transparency, low-cost trading,
and market insights. The platform is especially popular among investors for its intuitive design and access to stock markets.

Description

We are seeking a proactive and technically skilled Cybersecurity Lead to join our Japan office. In this role, you will play a
key part in executing and maintaining cybersecurity operations in alignment with both global security standards and Japan's
local compliance requirements. You will be responsible for overseeing day-to-day threat monitoring, incident response, and
security infrastructure support, while collaborating closely with the global security team and internal stakeholders across
departments.

This role is ideal for a cybersecurity professional who thrives in a fast-paced, tech-driven environment and is passionate
about safeguarding digital assets and customer trust.

« Lead and manage local cybersecurity operations, ensuring systems, networks, and data are secured against internal
and external threats.

« Monitor, detect, and respond to cybersecurity incidents; perform root cause analysis and coordinate incident handling
with the global SOC.

« Conduct periodic vulnerability assessments and penetration tests to identify risk exposures; follow up with remediation
and prevention strategies.

« Work with IT and Engineering teams to implement secure configurations, patches, and infrastructure changes in line
with corporate policies.

« Maintain and manage endpoint protection, network security devices (e.g., firewalls, IDS/IPS), and security event
logging systems.

« Support regulatory and compliance needs in Japan, including coordination with legal and compliance teams to
address data privacy and security-related requirements.

« Conduct security awareness sessions and provide training to internal employees to promote a security-conscious
culture.

« Assist in local implementation of global security policies, and tailor them as needed for the Japan market.
Job Offer

« Engage in Projects with Autonomy in a Rapid-growth Fintech Company
« Competitive Salary above Salary market

To apply online please click the 'Apply' button below. For a confidential discussion about this role please contact Samantha
Galeana on +813 6832 8971.

Required Skills

MUST

« Chinese Language (Fluent or above level)

« English or Japanese skill

« Hands-on experience in cybersecurity

« Strong knowledge of network security, endpoint protection, vulnerability management, and/or incident response.
« Familiarity with security frameworks and standards such as ISO27001, NIST, etc.

« Experience working with security tools such as SIEM, EDR, firewalls, and/or threat intelligence platforms.

Desired:

« Financial services or fintech environment experience

Company Description

This company is a digital investment platform backed by a major financial services group. It offers a user-friendly mobile and
desktop interface that provides access to real-time market data, trading tools, and educational resources. Focused on
empowering individual investors, it combines advanced technology with a strong emphasis on transparency, low-cost trading,
and market insights. The platform is especially popular among investors for its intuitive design and access to stock markets.

Page 2 of 2



	Cybersecurity Lead (Fluent Chinese中文) -15M
	Job Information
	General Requirements
	Job Description
	Required Skills
	Company Description


