
Security Specialist (Security Review, Testing & Monitoring)

Security Specialist@Global Insurance Co.

Job Information

Recruiter
Michael Page

Job ID
1523670  

Industry
Insurance  

Company Type
Large Company (more than 300 employees) - International Company  

Job Type
Permanent Full-time  

Location
Tokyo - 23 Wards

Salary
7.5 million yen ~ 11 million yen

Refreshed
February 25th, 2025 13:32

General Requirements

Minimum Experience Level
Over 3 years  

Career Level
Mid Career  

Minimum English Level
Business Level  

Minimum Japanese Level
Business Level  

Minimum Education Level
Bachelor's Degree  

Visa Status
Permission to work in Japan required  

Job Description

As a Security Specialist you will have a robust understanding of technical security measures and assurance. The role
necessitates a proactive approach towards identifying security gaps and implementing innovative solutions.

Client Details

Our client is a Large European Firm in the Insurance sector, located in Tokyo. They pride themselves on their strong
commitment to maintaining the highest standards of security across their technology department. They foster an environment
that encourages innovative thinking and proactive problem-solving, placing high importance on technical security and
assurance.

Description
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Identify and assess potential security risks and develop mitigation strategies.
Ensure the company's compliance with security regulations and standards.
Implement robust technical security measures and monitor their effectiveness.

■Key Responsabilities

IT Project Security Review

・Conduct security reviews of IT architecture for various IT projects.

・Define security requirements from the perspective of data protection such as encryption, data labeling, access controls,
authentication and authorization in applications and systems.

Cloud Service Security Review

・Evaluate cloud services and ensure that security measures are properly implemented (SaaS/PaaS/IaaS)

Security Testing

・Conduct various security tests (penetration testing, SAST/IAST/DAST, etc.) to identify and remediate vulnerabilities in
systems and applications.

Security Monitoring

・Define policies for WAF/FW, assess risks of events that violate security policies, and consider/propose measures to reduce
risks.

Security Advisory

・Respond to inquiries related to various security matters from IT and business departments.

Audit Response

・Respond to security-related audits, create remediate actions and implement security measures to address identified
issues.

Job Offer

Training highly encouraged
A collaborative company culture that encourages innovative thinking.
A unique opportunity to work in bilingual environment, with great work life balance, and working flexibility.

We encourage all qualified candidates who are passionate about technical security and assurance to apply. This is a great
opportunity to work in a reputable organization in the insurance industry in Tokyo.

To apply online please click the 'Apply' button below. For a confidential discussion about this role please contact Samantha
Galeana on +813 6832 8971.

Required Skills

A successful Security Specialist

A solid understanding of technical security measures and assurance.
Work experience in Information Security
Experience in IT Development or IT Operations
Strong communication and documentation skills
Problem solving ability.
English/Japanese Bilingual

Desired

Security review skills (A plus if cloud security and AI security)
Security assessment skills
Security improvements proposing ability

Company Description

Our client is a Large European Firm in the Insurance sector, located in Tokyo. They pride themselves on their strong
commitment to maintaining the highest standards of security across their technology department. They foster an environment
that encourages innovative thinking and proactive problem-solving, placing high importance on technical security and
assurance.
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