
PR/158207 | Network IT Security Engineer

Job Information

Recruiter
JAC Recruitment Malaysia

Job ID
1512531  

Industry
IT Consulting  

Job Type
Permanent Full-time  

Location
Malaysia

Salary
Negotiable, based on experience

Refreshed
December 24th, 2024 10:43

General Requirements

Minimum Experience Level
Over 3 years  

Career Level
Mid Career  

Minimum English Level
Business Level  

Minimum Japanese Level
Business Level  

Minimum Education Level
Associate Degree/Diploma  

Visa Status
No permission to work in Japan required  

Job Description

Responsibilities

• Design, develop, implement and support various security technologies, controls and tools in corporate environment
• Hands on assessing, hardening and patching security systems
• Respond and investigate potential security, events, alerts and incidents
• Collaborate with business owners, product managers, DevOps, IT operations, and development teams, to provide subject
matter expertise for information security matters
• Identify weak or missing controls and vulnerabilities while suggesting improvements and remediation
 
Skills & Experience
• 3-5 years of relevant work in a hands-on position as Security Expert/Engineer
• Strong understanding of Networking principles, IT/Information Security
• Proven working and hands on knowledge with
o Firewalls (preferable Fortigates)
o Virtual Private Network
o Endpoint Security Systems and Technologies to support both Linux and Windows operating system flavors
o Incident Response and Methodologies
o AWS / Azure Cloud
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• Experience with Microsoft 365 Security - Microsoft Defender (Defender for Endpoint, Defender for Identity, Defender for
Office 365, Defender for Cloud Apps) is an advantage
• Experience with AWS / Azure Cloud security.
• Excellent spoken and written communication skills
• Security mindset with business enablement strategy thinking
• Must be able to learn fast and adapt quickly to ever changing requirements and priorities
 
CCNP Security, Microsoft Certified: Security Operations Analyst, Identity and Access Administrator or similar security
certifications is an advantage

Company Description
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