
Information Security Engineer | Featured AI company

★FLEX TIME★ GREAT WELFARE

Job Information

Recruiter
G Talent at Bizmates, Inc.

Hiring Company
⁑注⽬AI企業/Featured AI company⁑  

Job ID
1491685  

Industry
Internet, Web Services  

Job Type
Permanent Full-time  

Location
Tokyo - 23 Wards

Salary
5 million yen ~ 13 million yen

Work Hours
Flex Time You can come to the office and go home anytime

Refreshed
August 27th, 2024 17:11

General Requirements

Minimum Experience Level
Over 6 years  

Career Level
Mid Career  

Minimum English Level
Business Level  

Minimum Japanese Level
Business Level  

Minimum Education Level
High-School or Below  

Visa Status
No permission to work in Japan required  

Job Description

【【About the Company】】

The company has engaged in various industry AI projects. We have clients in a wide range of industries, such as finance,
manufacturing, retail, food and drink, education, healthcare, manufacturers and IT communications, with hundreds of cases.
The company is rated as one of the Best Ventures to Work in Japan.

Based on the knowledge and know-how of each industry obtained from this wide network, we promise innovative proposals
that exceed the industry and precedent. Many intelligent talents in the world are gathering into the company now.
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【【Job Description】】

You will be responsible for the following tasks related to the operation of the internal information security management
system.

・Operation of information security management system (analysis of current status, formulation of improvement methods,
promotion of optimization of monitoring, etc.)
・Execution of various risk countermeasure projects (management of contractors, risk assessment and process development
when introducing external services, etc.)
・Operation of external security certification
・Incident coordination
・In-house security education and awareness
・Audit of information security

■Development Environment
As an example, the following language environment is used for product development, but this is the result of selecting the
most suitable environment for each product, and may be changed or unified in the future.

Backend : Node.js / Elixir / etc
Frontend : React / Swift / Typescript / etc
Framework : Vue.js / Phoenix / etc
Database : MongoDB /?PostgreSQL / etc
・Operation of EDR, CASB, and information leak prevention systems
・Other general operations related to information security

 

【【Working conditions & treatment】】

5 million yen to 13 million yen

Discretionary labor system (You can come office and go home anytime)

・Full holiday 2 day system (Saturday / Sunday) holidays
・Annual holiday over 120 days
・Refreshment holidays (5 days a weekday)
・New Year holidays
・Annual paid leave
・Return vacation (2 days a year: when family lives in a remote area over 1000 km)
・Condition leave (during trial period: 3 days)
・Marriage leave (person, child)
・Maternity leave
・Nursing care leave

・Doctoral Program Support System
・Various Social Insurance (Employee Pension, Health Insurance, Employment Insurance, Labor Accident Insurance)
・Commuting allowance (up to 35,000 yen / month)
・Business trip allowance
・Medical checkup
・Online medical consultation (first call)
・Book purchase (full company burden)
・Study session (once / weekly, during business hours)

Required Skills

【【Required】】
・Experience in internal information security related work
・High level of communication and coordination skills to involve stakeholders and drive the project to completion

【【Preferred】】
・Experience as a corporate IT engineer
・Knowledge of internal controls, ISO27001, etc.
・Knowledge and experience with information security laws and regulations such as the Personal Information Protection Law
・Experience related to security management systems
・Experience in system auditing or ISMS/PCI DSS operation
・Security-related certifications such as CISSP, CISA, etc.

【【What you will obtain】】
・Experience in building strong security for AI products that aim to solve social issues in a wide range of business domains
and support the company's growth.
・Practical and theoretical understanding of the latest machine learning and deep learning gained through study sessions,
individual projects, and products.
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