
Cybersecurity Consultant (Security Implementation)

Please do not hesitate to contact us.

Job Information

Recruiter
ACS Japan

Job ID
1309405  

Company Type
Large Company (more than 300 employees) - International Company  

Non-Japanese Ratio
About half Japanese

Job Type
Permanent Full-time  

Location
Tokyo - 23 Wards

Salary
Negotiable, based on experience

Refreshed
December 21st, 2024 02:00

General Requirements

Minimum Experience Level
Over 3 years  

Career Level
Mid Career  

Minimum English Level
Business Level  

Minimum Japanese Level
Business Level  

Minimum Education Level
Bachelor's Degree  

Visa Status
Permission to work in Japan required  

Job Description

[Technology Consulting] Cybersecurity Consultant (Security Implementation)

We define, design, and manage business requirements for global companies and government agencies in projects to
introduce security solutions related to cyber security and information security.
The Cybersecurity team works with Global members on a daily basis to not only use English, but also to work with
people from diverse backgrounds to grow into a global standard consultant. Since the environment is such that
consulting service development and project promotion with overseas members are carried out on a daily basis, you
can gain work experience while making the most of your English proficiency.
In addition to acquiring highly versatile business skills as a consultant, it is also an environment where you can
acquire rare and valuable expertise in the cyber security field.
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[Technology Consulting] Cybersecurity Consultant (Security Implementation)

グローバル企業・政府機関に対して、サイバーセキュリティ・情報セキュリティに関する現状評価・課題の洗い出し・改善
計画の策定・改善策の推進における⽀援を⾏います。

クライアントのサイバーセキュリティ・情報セキュリティの責任者(CISO)の役割の⼀部を代⾏し、企業におけるセキュリ
ティの課題を発⾒し改善活動の⽀援を⾏います。⽇系企業の海外拠点を含めた⽀援や、外資系企業の本社とも連携して⽇本
拠点を⽀援する場合も多く、海外のメンバーファームと連携することもあります。改善策の推進においては、セキュリティ
ポリシーの策定やセキュリティ組織の⽴ち上げから、特権IDの管理や脆弱性の管理やインシデント検知といった技術的対策
の推進まで、幅広く⽀援します。

【Cybersecurityチームの魅⼒】

Cybersecurity チームではGlobalメンバーと⽇常的に連携が⾏われており、ただ英語を活⽤するだけでなく多様な
バックグラウンドを持つ⼈材とのチームワークを発揮し、グローバル基準のコンサルタントに成⻑いただけます。実
際に海外メンバーとのコンサルティングサービス開発やプロジェクト推進が⽇常的に⾏われる環境のため、英語⼒を
活かしながら業務経験を積んでいただけます。
また、コンサルタントとしての汎⽤性の⾼いビジネススキル習得にとどまらず、サイバーセキュリティ領域での希少
価値の⾼い専⾨性も⾝に着く環境です。

 

 

Required Skills

Qualifications

[Required experience]

At least 2 years of experience as a consultant / service provider for the above operations in cyber security /
information security is required. 
Managers and above require at least 5 years of experience.

[Welcome experience]

IDM / IAM / PAM implementation design and project management
SIEM implementation design and project (including incident detection rules, dashboard, report template design)
Incident detection automation using SIEM (runbook design, security device setting)
GRC tool introduction design and project management

[Language ability]

Those whose native language is Japanese, English ability: Read / write level (TOEIC: 600 points or above)
Those whose native language is English, Japanese ability: Business level

 

 

【必須経験】

サイバーセキュリティ・情報セキュリティにおける上記業務のコンサルタント・サービスプロバイダの⽴場での2年
以上経験が必要です。マネージャ以上は5年以上の経験を求めます。

【歓迎経験】

IDM/IAM/PAM の導⼊設計およびプロジェクトマネジメント
SIEMの導⼊設計およびプロジェクト (インシデント検知ルール、ダッシュボード、レポートテンプレート設計含む）
SIEMを活⽤したインシデント検知のオートメーション (ランブック設計、セキュリティデバイス設定含む）
GRCツールの導⼊設計およびプロジェクトマネジメント

【語学⼒】

⽇本語が⺟国語の⽅、英語⼒：読み書きレベル(TOEIC：600点以上相当を⽬安にしてください)
英語が⺟国語の⽅、⽇本語⼒：ビジネスレベル
⽇本語・英語以外が⺟国語の⽅、⽇本語⼒：ビジネスレベル、英語⼒：読み書きレベル(TOEIC：600点以上相当を⽬
安にしてください)

 

Company Description

ACS Japan is a Tokyo based executive search company delivering recruitment services that reflect the core values and
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needs of the business world today. Our team of professional and experienced recruiters are committed to providing the
highest standards of service to both clients and candidates.

ACS Japan’s commitment is to personalize individual service to both clients and candidates. We are strongly networked with
industry professionals who seek and value success. As the experts of full range human capital services, we specialize in
offering consulting and introductions through our networks. One of our main strength is exclusivity to our clients, and speed to
our candidates. 

We specialize in understanding the individual needs of each company and place top to middle management executives, IT
professionals, and hard-to-find specialist qualified candidates.  We build and maintain close partnerships with clients to fully
understand their business, products, organization in addition to their internal company culture.

ACS Japan has been in Japan market for over 10 years, and has developed deep relationships with fortune 500 companies,
smaller to Enterprise and Japanese to Global Clients. At ACS Japan we can help you finding jobs within following domains;

Enterprise Users Companies: 
Marketing, Internal IT and Finance related opportunities within Pharmaceutical, Insurance, Banks & Financial Institutions,
Consumer retail companies and e-commerce

Vendor Companies:
Sales, Marketing, Internal IT and Finance related opportunities within Enterprise Software, hardware, Security and Gaming
Companies

Consulting or SIer Companies:
Sales, Marketing, Internal IT and Finance related opportunities within Big 4s, Indian, European and American Consulting
companies including some local big SIers.
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