
Cyber Security Consultant

[New]  Our Global Client is looking for

Job Information

Recruiter
ACS Japan

Job ID
1280496  

Company Type
Large Company (more than 300 employees) - International Company  

Non-Japanese Ratio
About half Japanese

Job Type
Permanent Full-time  

Location
Tokyo - 23 Wards

Salary
Negotiable, based on experience

Refreshed
August 16th, 2024 06:00

General Requirements

Minimum Experience Level
Over 3 years  

Career Level
Mid Career  

Minimum English Level
Business Level  

Minimum Japanese Level
Fluent  

Minimum Education Level
Bachelor's Degree  

Visa Status
Permission to work in Japan required  

Job Description

仕事内容仕事内容

トップ企業（業界上位）に対し、国内のみならず海外も含めた関連組織と連携し、サイバーセキュリティに関する課
題の識別・評価、改善策の提⾔および導⼊を⽀援。具体的には以下。
- 保有のフレームワーク、診断ツールに基づくサイバーセキュリティに関するガバナンス、組織、技術的対策、およ
び運⽤に関する診断・監査と改善策の提⾔
- 各業界の法規制、慣例、業界での標準的対策レベルを理解した上でのサイバーセキュリティに関する戦略、⽅針、
対策基準および運⽤⼿順の策定⽀援
セキュリティシステムの企画・構想、調達・導⼊に関する管理・推進⽀援
IoT、OT、ICSといったIT以外の領域でのセキュリティ対策に関する評価、⽅針策定、および導⼊⽀援
Identity and Access Management領域における課題の識別・評価・改善及び導⼊⽀援
AI、BigData、Threat Intelligence等と連携した新たなサイバーセキュリティ運⽤モデルの構想、運⽤⽀援
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- ⾼度化、洗練化し続けるサイバーセキュリティの脅威、リスクにも対応できるレジリエンスの実現⽀援
Identity and Access Management, Incident Detection などのマネージドサービスのサービス開発および提供
次世代のサイバーセキュリティ脅威・リスクに対応可能な新たなサービスのGlobalのメンバーと連携した開発

 

Job Description

Supporting top companies (top companies in the industry) in identifying and assessing cybersecurity issues, proposing
improvement measures, and introducing them, in collaboration with related organizations not only domestically but also
overseas. Specifically:

our holdings of framework, governance related to cyber security based on the diagnostic tool, organization, technical
measures, and diagnostic and audit and recommendations of improvement measures related to the operation
Assistance in formulating cyber security strategies, policies, countermeasure standards, and operational procedures
by understanding the laws and regulations of each industry, customs, and the standard level of countermeasures in
the industry.
Security system planning/concept, management/promotion support for procurement/introduction
Evaluation , policy formulation, and implementation support for security measures in areas other than IT , such as IoT
, OT , and ICS
Identification , evaluation, improvement and introduction support for issues in the Identity and Access Management
area
Concept and operation support for a new cyber security operation model in collaboration with AI , Big Data , Threat
Intelligence, etc.
Support for realization of resilience that can respond to cybersecurity threats and risks that are becoming more
sophisticated and sophisticated
Service development and provision of managed services such as Identity and Access Management, Incident Detection
Development in collaboration with members of Global , a new service capable of responding to next-generation cyber
security threats and risks 

Required Skills

必要な経験・資格必要な経験・資格
セキュリティに関するサービスを提供するにあたって、以下いずれかに該当する経験、専⾨性を有しており、コンサルタン
トもしくはサービスプロバイダとしての業務経験を有すること

セキュリティガバナンス
セキュリティ技術
セキュリティ運⽤
⽇本語が⺟国語の⽅、英語⼒：読み書きレベル (TOEIC：600点以上)
英語が⺟国語の⽅、⽇本語⼒：ビジネスレベル (⽇本⼈顧客とのコミュニケーションができる会話⼒)

期待する役割期待する役割

シニアシニア

プロジェクトの中核メンバーとしてプロジェクトマネージャが定めた計画に従い、その専⾨性を活かしてプロジェク
トを推進できること
専⾨性、経験をもとに下位者に対して適格な指⽰を出し、また、上位者へ課題やリスク、進捗状況等を適格に報告
プロジェクトで得た経験、ノウハウを⽂書化し、関係者に共有すること

マネージャマネージャ

顧客の課題を理解し、最適なソリューションの策定とその付加価値を具体的に訴求し、案件を獲得
顧客の課題を理解し、最適なソリューションの策定とその付加価値を具体的に訴求し、案件を獲得
プロジェクトマネージャとして、顧客の期待値の管理、プロジェクトメンバーのパフォーマンス管理
プロジェクトを通じた若⼿メンバーの育成

 

 [Required experience/qualification]
In providing security-related services, you must have experience or expertise corresponding to any of the following, and have
business experience as a consultant or service provider.

Security governance
Security technology
Security operation
Japanese Lalguage Skill: Native or JLPT N1 level
English Lalguage Skill: Business

[Expected role]
Senior Manager

As a core member of the project, follow the plan established by the project manager and utilize the expertise to
promote the project.
Providing proper instructions to lower-ranking personnel based on their expertise and experience, and appropriately
reporting issues, risks, progress status, etc. to higher-ranking personnel.
Document the experience and know-how gained from the project and share it with relevant parties.
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Manager

Understand customer issues, formulate optimal solutions and specifically appeal their added value to win projects
Understand customer issues, formulate optimal solutions and specifically appeal their added value to win projects
As a project manager, manage customer expectations and manage project member performance
• Nurturing young members through the project

Company Description

ACS Japan is a Tokyo based executive search company delivering recruitment services that reflect the core values and
needs of the business world today. Our team of professional and experienced recruiters are committed to providing the
highest standards of service to both clients and candidates.

ACS Japan’s commitment is to personalize individual service to both clients and candidates. We are strongly networked with
industry professionals who seek and value success. As the experts of full range human capital services, we specialize in
offering consulting and introductions through our networks. One of our main strength is exclusivity to our clients, and speed to
our candidates. 

We specialize in understanding the individual needs of each company and place top to middle management executives, IT
professionals, and hard-to-find specialist qualified candidates.  We build and maintain close partnerships with clients to fully
understand their business, products, organization in addition to their internal company culture.

ACS Japan has been in Japan market for over 10 years, and has developed deep relationships with fortune 500 companies,
smaller to Enterprise and Japanese to Global Clients. At ACS Japan we can help you finding jobs within following domains;

Enterprise Users Companies: 
Marketing, Internal IT and Finance related opportunities within Pharmaceutical, Insurance, Banks & Financial Institutions,
Consumer retail companies and e-commerce

Vendor Companies:
Sales, Marketing, Internal IT and Finance related opportunities within Enterprise Software, hardware, Security and Gaming
Companies

Consulting or SIer Companies:
Sales, Marketing, Internal IT and Finance related opportunities within Big 4s, Indian, European and American Consulting
companies including some local big SIers.
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